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ABSTRACT: Wireless Sensor Networks (WSNs) are highly vulnerable to malicious node attacks due to their 

distributed architecture, wireless communication, and limited energy resources. Malicious nodes can disrupt packet 

transmission, reduce network reliability, and degrade overall communication performance. To address these challenges, 

this paper presents an energy-efficient trust-based framework for detecting malicious nodes in WSN. The proposed 

model evaluates sensor node behavior using dynamic trust computation based on packet forwarding behavior, residual 

energy, and communication reliability. Sensor nodes with trust values below a predefined threshold are identified as 

malicious and isolated from network communication. Simulation results demonstrate that the proposed trust-aware 

approach improves network performance and security compared to the non-trust model. Furthermore, the trust-based 

mechanism maintained better packet delivery performance and reduced the participation of malicious nodes during 

communication. The results confirm that integrating dynamic trust evaluation with energy-aware communication 

significantly enhances malicious node detection capability while maintaining efficient resource utilization in WSN 

environments. The proposed framework provides a reliable and scalable solution for secure wireless sensor network 

applications, including environmental monitoring, military surveillance, healthcare systems, and IoT-based smart 

infrastructure. 
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I. INTRODUCTION 

 

Numerous sensor nodes that work together to sense, process, and transmit data via wireless communication make up a 

WSN. WSNs are highly susceptible to security risks and malicious node attacks due of their distributed architecture, 

open wireless medium, and constrained computing and energy resources. Malicious nodes can intentionally drop 

packets, modify transmitted data, interfere with routing, and degrade the network's overall reliability and performance 

of the network. As a result, developing safe and effective malicious node detection techniques has emerged as a 

significant research challenge in wireless sensor networks. 

 

Several researchers have proposed trust-aware security mechanisms to improve malicious node detection in WSNs. 

Zawaideh and Salamah [1] introduced an efficient, trust-based, weighted scheme for malicious node detection that 

evaluates node behavior using multiple trust parameters to accurately identify suspicious nodes. Their work 

demonstrated that weighted trust evaluation can improve secure communication and reduce the impact of compromised 

nodes in wireless sensor environments. Similarly, Wang et al. [2] proposed a dynamic trust management approach for 

detecting malicious nodes in wireless weak-link sensor networks. Their model continuously updates trust values based 

on node behavior and communication reliability, enabling adaptive, real-time detection of malicious activity. 

 

Fuzzy logic techniques have also been applied for trust evaluation in WSN security. Ram Prabha and Latha [3] 

developed a fuzzy trust protocol for malicious node detection that combines fuzzy inference mechanisms with trust 

management to handle uncertain and dynamic network conditions. Their approach improved malicious node 

identification accuracy while reducing false detection rates. In addition, Bao et al. [4] proposed a trust-based intrusion 
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detection framework for WSNs that evaluates sensor node interactions and communication behavior to detect intrusions 

effectively. Their work highlighted the importance of integrating trust computation with intrusion detection for 

improving network security and reliability. Recent studies have further emphasized the importance of evaluating trust 

management frameworks in WSNs. Gangwani et al. [5] analyzed various trust management approaches and discussed 

their effectiveness in improving secure communication, isolating malicious nodes, and enhancing network survivability. 

Their study indicated that adaptive trust-based mechanisms provide better scalability and security performance in 

dynamic sensor network environments. Geetha and Chandrasekaran [6] proposed a distributed trust-based secure 

communication framework that enables cooperative trust evaluation among sensor nodes to ensure secure data 

transmission and reliable routing. Their framework demonstrated improved resistance against malicious attacks while 

maintaining communication efficiency. 

 

Apart from security, maintaining sensing coverage and energy efficiency is also critical in WSNs, as sensor nodes 

operate with limited battery power. Gupta et al. [7] discussed optimization techniques for achieving full coverage in 

wireless sensor networks while minimizing energy consumption. Their work highlighted that efficient resource 

management and optimization strategies are essential for extending network lifetime and maintaining reliable network 

operation. Motivated by these research contributions, this work presents an energy-efficient trust-based framework for 

malicious node detection in Wireless Sensor Networks. The proposed model integrates dynamic trust evaluation, 

packet-forwarding analysis, communication reliability assessment, and energy-aware communication to identify 

malicious nodes and enhance secure routing. The framework also evaluates network performance using metrics such as 

residual energy, packet delivery ratio, detection accuracy, and network lifetime. The objective of the proposed work is 

to enhance network security while maintaining efficient resource utilization and reliable communication in WSN 

environments. 

 

II. RESEARCH BACKGROUND 

 

Due to their applications in environmental sensing, healthcare, military surveillance, industrial automation, and smart 

city infrastructures, WSNs have emerged as a crucial technology for contemporary communication and monitoring 

systems. However, because WSNs are wireless and distributed, they are extremely susceptible to a range of security 

risks, including denial-of-service attacks, packet dropping, malicious node attacks, data injection, and routing 

manipulation. Communication dependability, network longevity, sensing coverage, and overall system performance are 

all greatly impacted by these security issues. To strengthen WSNs' resistance to malicious activity, researchers have 

focused on developing trust-aware, energy-efficient, and secure communication protocols. 

 

Understanding different attack strategies is important for designing secure WSN architectures. Malik et al. [8] 

discussed various types of attacks in communication systems and highlighted how malicious activities can compromise 

data integrity, confidentiality, and network reliability. Although their study focused on email system attacks, the 

concepts of unauthorized access, spoofing, and malicious behavior are also relevant to wireless sensor network security, 

where compromised nodes may disrupt communication and manipulate transmitted information. Network optimization 

techniques also play a critical role in improving WSN performance and security. Gupta and Arora [9] proposed an 

optimization-based approach for balancing coverage and clustering in mobile WSNs. Their work emphasized that 

efficient clustering and coverage management can improve network connectivity, reduce energy consumption, and 

maintain reliable communication. Similarly, Pinki et al. [10] reviewed various communication protocols used in WSNs 

and discussed their impact on routing efficiency, scalability, energy utilization, and network reliability. Their study 

highlighted the importance of selecting appropriate communication protocols for secure, efficient operation of wireless 

sensor networks. 

 

Energy conservation remains one of the major challenges in WSNs because sensor nodes are typically powered by 

limited battery resources. To address this issue, Sharma et al. [11] proposed a sleep-awake and Ant Colony 

Optimization (ACO)-based resource-saving protocol for WSNs. Their approach reduced unnecessary energy 

consumption by dynamically controlling node activity and optimizing routing behavior, thereby extending network 

lifetime and improving energy efficiency. Recently, trust-based security frameworks have gained significant attention 

for malicious node detection in WSNs. She et al. [12] introduced a blockchain trust model for malicious node detection 

in wireless sensor networks. Their framework used blockchain technology to maintain secure, tamper-resistant trust 

information, improving detection reliability and network security against compromised nodes. Zhang et al. [13] 
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proposed a trust-based framework for secure data aggregation in WSNs, integrating trust evaluation into the 

aggregation process to prevent false data injection and enhance communication integrity. 

 

Multiple-level trust management approaches have also been explored to improve the accuracy of trust evaluation. 

Zhang et al. [14] developed a multi-level trust management framework that considers various trust parameters, such as 

communication behavior, node reliability, and interaction history, to identify malicious nodes more effectively. Their 

work demonstrated that combining multiple trust metrics can significantly improve intrusion detection performance and 

reduce false-positive rates. More recently, adaptive trust systems have been proposed for dynamic and real-time 

malicious node detection. Saidi [15] introduced an adaptive trust system for misbehavior detection in WSNs, in which 

trust values are continuously updated based on node behavior and network conditions. The study showed that adaptive 

trust mechanisms can effectively detect malicious activities while maintaining network scalability, reliability, and 

communication efficiency. 

 

Overall, previous studies demonstrate that trust management, blockchain security, energy-efficient routing, 

optimization techniques, and adaptive detection mechanisms play an important role in improving secure 

communication and detecting malicious nodes in Wireless Sensor Networks. However, challenges such as balancing 

security with energy efficiency, reducing computational overhead, maintaining sensing coverage, and improving real-

time malicious node detection still remain open research issues. These challenges motivate the development of 

intelligent, trust-aware, and energy-efficient frameworks for secure WSN communication and malicious node detection. 

 

III. PROPOSED METHODOLOGY 

 

 
 

Figure 1: Outline of Proposed Methodology 

 

Step 1: Network Deployment: In the first stage of the proposed methodology, a WSN is deployed randomly within a 

predefined two-dimensional sensing area. A fixed number of sensor nodes are distributed across the network field to 

monitor communication activities and environmental conditions. Each node is initialized with equal energy and is 

capable of sensing, transmitting, and receiving data packets. A base station or sink node is positioned at a specific 
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location to collect network information and coordinate communication. This deployment stage establishes the network 

topology, communication environment, and sensing coverage required for malicious node detection and secure data 

transmission. Each sensor node is assigned an initial energy value E0 and is capable of sensing, transmitting, and 

receiving data packets. The position of the ith sensor node is represented as:𝑆𝑖 = (𝑥𝑖𝑖 , 𝑦𝑖). 

 

Step 2: Malicious Node Assignment: After network deployment, a subset of sensor nodes is randomly selected and 

designated as malicious nodes. These nodes exhibit abnormal behavior, dropping packets, modifying transmitted data, 

delaying communication, or disrupting routing operations. The malicious node assignment stage is essential for 

simulating realistic attack scenarios within the WSN environment. By introducing malicious behavior into the network, 

the proposed framework can evaluate the effectiveness of the trust mechanism in identifying compromised nodes and 

maintaining secure communication. Let the total number of deployed sensor nodes be N, and let the ratio of malicious 

nodes be α. The total number of malicious nodes is calculated as: 𝑁𝑚 = 𝛼 𝑋 𝑁 . A node is classified as malicious when 

its communication behavior deviates significantly from normal network behavior. The malicious behavior condition 

can be expressed as: 𝑁𝑜𝑑𝑒𝑖 = { 𝑁𝑜𝑟𝑚𝑎𝑙, 𝑃𝐹𝑖 ≥ 𝛽 𝑀𝑎𝑙𝑖𝑐𝑖𝑜𝑢𝑠, 𝑃𝐹𝑖 < 𝛽         (1) 

Where PFi is the packet forwarding behaviour. For normal nodes PF is approximately equal to 1. However, malicious 

nodes intentionally reduce forwarding performance. 

 

Step 3: Trust Calculation Mechanism: In this stage, each sensor node calculates trust values for its neighbors based 

on multiple trust evaluation parameters, such as packet-forwarding behavior, residual energy, communication reliability, 

and transmission delay. Nodes that consistently cooperate and forward packets correctly receive higher trust values, 

whereas suspicious nodes receive lower trust scores. The trust calculation mechanism continuously updates trust 

information over time to reflect real-time node behavior. This dynamic trust evaluation enables the framework to 

distinguish between trusted and malicious nodes efficiently while adapting to changing network conditions. Nodes that 

consistently cooperate and forward packets correctly receive higher trust values, whereas nodes showing abnormal or 

suspicious activities receive lower trust scores. 

 

Step 4: Malicious Node Detection and Isolation: The calculated trust values are compared with a predefined trust 

threshold to identify malicious nodes within the network. Sensor nodes with trust values below the threshold are 

classified as malicious or compromised. Once detected, these nodes are isolated from communication and routing 

operations to prevent them from participating in data transmission. The isolation process reduces the impact of 

malicious activities such as packet dropping, false data injection, and routing disruption. This stage significantly 

improves network security, communication reliability, and resistance to intrusions. 

 

Step 5: Cluster Head Selection and Routing: To improve communication efficiency and reduce energy consumption, 

the sensor nodes are grouped into clusters. A Cluster Head (CH) is selected within each cluster based on factors such as 

residual energy, trust value, and communication capability. The cluster head collects data from cluster members, 

performs aggregation if required, and forwards the information to the base station. Trust-aware routing ensures that data 

transmission paths avoid malicious nodes and utilize secure communication links. This clustering approach reduces 

communication overhead and improves network scalability. 

 

Step 6: Multi-Hop Routing: In large-scale WSN environments, direct communication between cluster heads and the 

base station may consume excessive energy due to long transmission distances. Therefore, the proposed framework 

uses multi-hop routing, in which data packets are forwarded through intermediate trusted nodes before reaching the 

sink node. Multi-hop communication reduces energy consumption in transmission and improves routing efficiency. 

Trust-aware multi-hop routing further ensures that only reliable and secure nodes participate in packet forwarding, 

thereby minimizing the chances of malicious interference during communication. 

 

Step 7: Energy Consumption Model: The energy consumption model evaluates the energy used by sensor nodes 

during sensing, transmission, reception, routing, and trust computation. Sensor nodes consume more energy during 

active communication and less during idle operation. The proposed framework monitors residual node energy 

continuously to analyze energy depletion and network lifetime. Energy-efficient communication and trust-aware 

routing help minimize unnecessary energy consumption and prolong the operational lifetime of the wireless sensor 

network. 
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Figure 2: Energy Consumption Model 

 

Step 8: Simulation: The proposed malicious node detection framework is implemented and simulated using MATLAB 

2024a. During simulation, sensor nodes communicate dynamically while malicious nodes perform abnormal activities 

within the network. Trust values are continuously updated, cluster heads are selected, routing paths are established, and 

network behavior is analyzed over multiple communication rounds. Simulation enables the evaluation of detection 

performance, routing efficiency, energy consumption, and overall network reliability under different network conditions 

and attack scenarios. 

 

Step 9: Performance Evaluation Metrics: Several performance metrics are used to evaluate the effectiveness of the 

proposed framework. These include Detection Rate (DR), False Positive Rate (FPR), Packet Delivery Ratio (PDR), 

residual energy, network lifetime, First Node Death (FND), Last Node Death (LND), and detection accuracy. These 

metrics help analyze how efficiently the framework identifies malicious nodes, preserves energy, maintains 

communication reliability, and improves network survivability. Performance evaluation provides quantitative evidence 

of the advantages of the trust-based security mechanism. 

 

Step 10: Comparative Analysis: Finally, a comparative analysis is performed between the proposed trust-based 

framework and a baseline system without trust management. The comparison examines differences in malicious node 

detection capability, packet delivery performance, residual energy, network lifetime, and communication reliability. 

Simulation results demonstrate that the trust-aware approach provides better security, lower malicious node 

participation, improved packet delivery ratio, and enhanced energy efficiency compared to the non-trust model. This 

analysis validates the effectiveness of the proposed methodology for the secure and reliable operation of a Wireless 

Sensor Network.  
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Table 1: Parameters and their values 

 

Parameter Symbol Value Used Description 

Number of Nodes ( N ) 100 Total sensor nodes deployed in the network 

Network Area ( A ) ( 100 \times 100 ) m² Size of the sensing field 

Number of Rounds ( R ) 200 Total simulation iterations 

Initial Energy ( E_0 ) 1.2 J Initial energy assigned to each node 

Base Station Position BS (50, 50) Central data collection point 

Cluster Head Probability ( P_{CH} ) 0.07 Probability of a node becoming cluster head 

Packet Size ( k ) 3000 bits Size of transmitted data packet 

Electronics Energy ( E_{elec} 

) 

( 50 \times 10^{-8} ) J/bit Energy for transmission/reception circuitry 

Amplification Energy ( E_{amp} 

) 

( 50 \times 10^{-10} ) 

J/bit/m² 

Energy for signal amplification 

Trust Threshold ( T_{th} ) 0.42 Threshold for classifying nodes as malicious 

Trust Weight (Previous) ( w_1 ) 0.85 Weight for previous trust value 

Trust Weight (Current) ( w_2 ) 0.15 Weight for current behavior 

Malicious Node Ratio ( M_r ) 20% Percentage of nodes acting maliciously 

Packet Forwarding 

(Normal) 

PF ~0.9 Probability of forwarding packets (normal 

node) 

Packet Forwarding 

(Malicious) 

PF 0.4–0.8 Reduced forwarding probability (malicious 

node) 

Baseline Energy Drain — 0.00005 J Energy consumed per round for operation 

Malicious Energy Penalty — 0.001 J Extra energy drain for malicious behavior 

Cluster Head Energy Drain — 0.00004 J Additional energy for CH processing 

Detection Start Round — 15 Minimum rounds before detection begins 

 

OUTCOMES 

 

 
 

Figure 3: Rate of Node Death 

 



© 2026 IJIRCCE | Volume 14, Issue 5, May 2026                                          DOI: 10.15680/IJIRCCE.2026.1405057 

 

IJIRCCE©2026                                                 |     An ISO 9001:2008 Certified Journal   |                                                         4066 

Figure 3 illustrates the Node Death comparison between the proposed trust-based WSN framework and the 

conventional non-trust model over simulation rounds. The x-axis represents the number of simulation rounds, while the 

y-axis indicates the number of alive sensor nodes remaining in the network. The red curve corresponds to the network 

operating without trust management, whereas the blue curve represents the proposed trust-based approach. Initially, 

both networks maintain nearly all sensor nodes alive. However, after approximately 50 simulation rounds, the non-trust 

network experiences a rapid decrease in the number of alive nodes due to higher energy consumption, malicious node 

participation, and inefficient routing. In contrast, the trust-based model exhibits a lower node death rate because 

malicious nodes are detected and isolated from communication, leading to more secure, energy-efficient routing. The 

proposed trust mechanism more effectively balances network load and prevents unnecessary energy depletion. 

 

 
 

Figure 4: Residual Energy 

 

Figure 4 presents the Residual Energy comparison between the proposed trust-based WSN framework and the 

conventional non-trust model over multiple simulation rounds. The x-axis represents the simulation rounds, while the 

y-axis indicates the average residual energy remaining in the network. The red curve corresponds to the network 

without trust management, whereas the blue curve represents the trust-based approach. At the beginning of the 

simulation, both networks start with nearly equal initial energy levels. As communication and routing operations 

continue, the residual energy gradually decreases due to packet transmission, reception, sensing, and processing 

activities. However, the non-trust network experiences slightly faster energy depletion because malicious nodes 

participate in routing and communication, causing unnecessary retransmissions, packet loss, and inefficient energy 

utilization. In contrast, the trust-based framework identifies and isolates malicious nodes, resulting in more reliable 

communication and balanced energy consumption among sensor nodes. 

 

 
 

Figure 5: Packet Delivery Ratio 
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Figure 5 compares the Smoothed Packet Delivery Ratio (PDR) between the proposed trust-based WSN framework and 

the conventional non-trust model across multiple simulation rounds. The x-axis represents the simulation rounds, while 

the y-axis indicates the Packet Delivery Ratio, which measures the successful delivery of transmitted packets within the 

network. The red curve corresponds to the network without trust management, whereas the blue curve represents the 

trust-based approach. Initially, both networks achieve a high PDR close to 1, indicating reliable packet transmission 

during the early communication stages. As the simulation progresses and network conditions become more challenging 

due to malicious node activities and energy depletion, the PDR gradually decreases in both approaches. However, the 

trust-based framework generally maintains better packet delivery performance during several simulation intervals 

because malicious nodes are detected and isolated from routing operations. This reduces packet dropping, 

communication disruption, and routing failures. 

 

Figure 6 shows the Cumulative Packet Delivery Ratio (PDR) of the Wireless Sensor Network over multiple simulation 

rounds for both the trust-based and non-trust approaches. The x-axis represents the number of simulation rounds, while 

the y-axis shows the cumulative PDR, which measures the overall success rate of packet delivery success rate 

throughout network operation. The graph demonstrates that the cumulative PDR remains very close to 1 for both 

approaches, indicating that a large majority of packets are successfully delivered during communication. The trust-

based model slightly outperforms the non-trust network because malicious nodes are identified and isolated from 

routing operations, leading to more reliable packet forwarding and lower packet loss. Initially, the cumulative PDR 

increases rapidly as packets are successfully transmitted, then stabilizes near the maximum value as the network 

continues to operate efficiently. 

 

 
 

Figure 6: Cumulative PDR 

 

 
 

Figure 7: Active Malicious Node 
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Figure 7 presents the comparison of Active Malicious Nodes in the Wireless Sensor Network for both the trust-based 

framework and the non-trust model over multiple simulation rounds. The x-axis represents the simulation rounds, while 

the y-axis indicates the number of active malicious nodes participating in network communication. The red line 

corresponds to the network without trust management, whereas the blue line represents the proposed trust-based 

approach. In the non-trust network, the number of malicious nodes remains constant throughout the simulation because 

no detection or isolation mechanism is applied. As a result, malicious nodes continue to participate in routing and 

communication, negatively affecting network performance and security. In contrast, the trust-based framework 

gradually reduces the number of active malicious nodes over time. This reduction occurs because the proposed trust 

calculation mechanism continuously evaluates node behavior and isolates nodes with low trust values from network 

operations. 

 

 
 

Figure 8: Detection Performance Metrics 

 

Figure 8 illustrates the Detection Performance Metrics of the proposed trust-based malicious node detection framework 

in the Wireless Sensor Network. The bar graph compares three important evaluation metrics: Detection Rate, 1 − False 
Positive Rate (1-FPR), and Accuracy. The y-axis represents the metric values, while the x-axis shows the corresponding 

performance parameters. The graph shows that all three metrics achieve values very close to 1, indicating excellent 

performance in malicious node detection. A high Detection Rate demonstrates that the proposed framework 

successfully identifies most malicious nodes present in the network. Similarly, the high value of 1 − FPR indicates a 
very low false positive rate, meaning that normal sensor nodes are rarely misclassified as malicious. The Accuracy 

metric also remains close to 100%, confirming the reliability and effectiveness of the trust calculation and detection 

mechanism. 

 

IV. CONCLUSION 

 

This paper presented an energy-efficient trust-based framework for malicious node detection in Wireless Sensor 

Networks (WSNs). The proposed methodology integrated dynamic trust evaluation, malicious node isolation, cluster-

based communication, multi-hop routing, and energy-aware network management to improve secure communication 

and overall network performance. Trust values were calculated using multiple parameters such as packet forwarding 

behavior, residual energy, and communication delay, enabling the framework to accurately distinguish between trusted 

and malicious sensor nodes. Simulation results demonstrated that the proposed trust-aware approach significantly 

improved network reliability, malicious node detection capability, and communication efficiency compared to the 

conventional non-trust model. The trust-based framework effectively reduced the number of active malicious nodes, 
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maintained higher packet delivery performance, and prolonged network lifetime by balancing energy consumption 

among sensor nodes. The results also showed improvements in key performance metrics, including Detection Rate, 

Accuracy, Residual Energy, Packet Delivery Ratio (PDR), and node survivability. The comparative analysis confirmed 

that isolating malicious nodes from routing operations helps minimize communication disruption, packet loss, and 

unnecessary energy depletion. In addition, the proposed framework achieved high detection accuracy with a very low 

false positive rate, demonstrating its effectiveness for secure and reliable WSN communication. Overall, the proposed 

trust-based malicious node detection mechanism provides an efficient and scalable solution for enhancing security, 

energy efficiency, and network stability in Wireless Sensor Networks. 
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